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Abstract of the contribution: This contribution proposes updates to service provider issued device certificate enrollment procedures for solution 2.10
1. Discussion
This contribution proposes updates to service provider issued device certificate enrollment procedures. SA3 is kindly requested to approve the below pCR.
2. pCR

********* BEGIN CHANGES ***********
5.2.4.10.2.2 
Service Provider issued device certificate enrollment

In order to avoid the continued dependence of the operator (or service provider) on the manufacturer issued device certificate, operators (or service provider) may want to issue (e.g., using a CA owned or trusted by the operator) their own device certificate using a certificate enrollment procedure and use the service provider issued certificate for equipment identifier authentication. This has the benefit that once the NG-UE is enrolled, the operator no longer needs to trust the CA used by the device manufacturer.

If an NG-UE has an MNO or service provider issued device certificate, it should be used instead of the manufacturer issued device certificate for the equipment identifier authentication. The service provider issued device certificate that is used for equipment identifier authentication shall include the equipment identifier in an attribute within the issued certificate (e.g., subjectAltName field includes the equipment identifier in FQDN format, such as <equipment-identifier>.serviceprovider.com). This will allow the network function performing the equipment identifier authentication to extract the equipment identifier from the service provider issued certificate (e.g., in EIR procedures in clause 5.2.4.10.2.3).

There are two well-known methods that can be used for certificate enrollment, namely, Simple Certificate Enrollment Protocol (SCEP) and Enrollment over Secure Transport (EST), specified in IETF RFC7030.

Although SCEP is widely used, it requires the use of shared secrets between the client and the CA for securing the certificate signing request (CSR). An IETF draft is available for SCEP (e.g., https://www.ietf.org/id/draft-gutmann-scep-03.txt), however, its path to becoming an RFC seems uncertain due to lack of support within IETF.

The EST uses TLS for the secure transport of messages and certificates between the CA/RA (Registration Authority) and the client. Furthermore, the manufacturer issued device certificate can be used to authenticate the NG-UE to establish a mutually authenticated TLS tunnel that can be used as a secure transport for certificate issuance. The EST also support cryptographic agility and automatic certificate re-enrollment. 

NOTE: The authentication of the certificate enrollment procedure relies on the manufacturer issued device certificate.  
Therefore, if a certificate enrollment method needs to be specified in 3GPP, then the use of EST seems preferable compared to SCEP. 
Another option to consider for the certificate enrollment method is the use of CMPv2 (IETF RFC 4210) used for the enrollment of the base stations with operator issued certificates specified in clause 9 of TS 33.310. However, the use of EST compared to CMPv2 has the following benefits for device certificate enrollment:
· Privacy / confidentiality protection: Use of TLS as the transport for EST ensures that all certificate enrollment messages/procedures are confidentiality protected. CMPv2 uses message layer security to provide integrity protection to all its fields but encryption is applied only to the Certificate field and not to the entire messages (cf. requirement 3 in section 3.1.2 of RFC 4210).
· 
· Attributes types to include in the Certificate Signing Request (CSR): EST natively supports the ability for the EST client to request the CA/RA to provide the list of specific attributes that the EST client should include in the CSR. This capability may be beneficial in scenarios where the EST will be used to enrol multiple device certificates with set of different attributes (e.g., based on the application need).
· 
It should be noted that workarounds can be found to provide these benefits for CMPv2. However, these require further specification work and might not be compatible with CMPv2 profile in TS 33.310. Therefore, the use of EST as the method for device certificate enrollment also seems preferable compared to CMPv2.
Editor’s Note: It is ffs whether a certificate enrollment method needs to be specified in NextGen System (e.g., by profiling the use of EST).
